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Abstract—The provision of reliable location estimates in case
of unpredicted failures or malicious attacks, which inject faults
and compromise the performance of the positioning system, is
very important. Thus, our main interest is on the fault tolerance
of WLAN fingerprint-based methods, rather than the absolute
positioning error in the fault-free case. We study the Nearest
Neighbor method and as a first step we develop a robust detection
scheme to accurately detect faults. We incorporate this into a
hybrid positioning method that switches to a modified distance
metric, instead of the Euclidean, if faults are present. Experimen-
tal results indicate that the proposed approach exhibits higher
resilience to faults compared to other positioning methods.
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I. INTRODUCTION

The increasing demand for indoor location-based services,
including asset tracking or in-building guidance and naviga-
tion, has motivated the development of positioning methods
that exploit the existing wireless networks. Several methods
rely on WLANSs and use Received Signal Strength (RSS) fin-
gerprints to determine location, owing to the wide availability
of WLAN Access Points (AP) and the ease of collecting
RSS samples without specialized equipment; see [1] for an
overview and taxonomy of fingerprint-based methods.

Accuracy is an important requirement and has been the main
interest of researchers so far. However, fault tolerance is also
highly desirable because the RSS values in the fingerprints are
corrupted in the presence of faults, thus leading to accuracy
degradation. For instance, some APs may become unavailable
during positioning either due to unexpected failures, such as
power outages, or as the result of an attack. Detecting faults
and providing adequate accuracy under faults has surprisingly
received little attention; in [2] statistical significance testing
is used to detect signal attenuation or amplification attacks
that disturb the RSS values. The communication capabilities
among MicaZ nodes are used in a Wireless Sensor Network
(WSN) setup to collaboratively detect node failures in the
MoteTrack system [3]. However, this approach cannot be di-
rectly applied to methods that rely on WLAN APs. Regarding
fault tolerant positioning, authors in [4] improve the robustness
to RSS attacks by deploying redundant nodes or APs and using
a median-based distance metric, instead of the Euclidean, in
the underlying positioning algorithm. Similarly, an adaptive
distance metric is used in [3] to cater for faulty nodes.

Robust fault detection is important in order to switch to a
fault tolerant positioning method if required. In our approach
we address both issues and examine the well known Nearest
Neighbor (NN) positioning method [5] as a case study. First,
we present a fault detection scheme that is applicable to
the NN method and proves to be very effective when APs
fail accidentally or maliciously. Then, we combine it with a
modified distance metric, which is employed in case of fault
detection, in order to build a hybrid positioning method that
greatly improves the fault tolerance of the original method.

We present our fault model and the measurement setup in
Section II. In Section III we focus on the NN positioning
method and provide the details of our fault detection scheme.
The proposed hybrid method is described in Section IV,
followed by an experimental evaluation with respect to its fault
tolerance. Finally, Section V provides concluding remarks.

II. FAULT MODEL
A. Model Description

In this work, we use a set of predefined reference locations
{L:4; = (x4,y:), 1 =1,...,1} to collect RSS values from n
APs deployed in the area of interest and build the radio map
(offline phase). A reference fingerprint r; = [r;1,..., 7"
associated with location ¢;, is a vector of RSS samples and
r;; denotes the RSS value related to the j-th AP. Usually, r; is
averaged over multiple fingerprints collected at ¢; to alleviate
the effect of noise in RSS measurements and outlier values.
During positioning (online phase), we exploit the reference
data to obtain a location estimate ¢, given a new fingerprint
s=[s1,...,5,]7 measured at the unknown location /.

In our fault model we consider the case where several APs
used in the offline phase are not available during positioning.
This can be caused by unpredicted AP failures due to power
outages or WLAN system maintenance. When an attack is
assumed, an adversary can easily cut off the power supply
of some APs or use specialized equipment to severely jam
the communication channels to make the attacked APs un-
available. We simulate this fault model by removing the RSS
values of the faulty APs in the original test fingerprints.

B. Measurement Setup

We collected our reference data in a typical modern office
environment on the second floor of a three storey building.



There are 31 WLAN APs installed in the building and on aver-
age 9.7 APs are detected per location. We used a smartphone to
collect 30 RSS fingerprints at 107 distinct reference locations
on the second floor for a total of 3210 reference fingerprints
and the RSS values range from —101dBm to —34 dBm. We
collected additional testing data by walking over a path that
consists of 192 locations. One fingerprint is recorded at each
location, and the same path is sampled 3 times.

III. NEAREST NEIGHBOR POSITIONING METHOD

Nearest Neighbor method estimates location by minimizing
the Euclidean distance D;, between the observed fingerprint
during positioning s and the reference fingerprints 7;

Z(s) = argrr%in D;, D;=

i

Essentially, all reference locations are ordered according to D;
and the location ¢; with the shortest distance between r; and
s in the n-dimensional RSS space is returned as the location
estimate. The K Nearest Neighbors (KNN) method estimates
location as the mean of K reference locations with the shortest
distances and has been reported to provide higher level of
accuracy compared to NN [5].

In practical implementations, WLAN APs provide only
partial coverage in the area of interest and it is not expected
that the sets of APs in fingerprints r; and s will be identical.
Assuming fault-free positioning, a specific AP found in a
fingerprint 7; and not in s can be due to the fact that s is
recorded in a location ¢ that is far from ¢;. Even if ¢ and /;
are spatially correlated, s may not contain a RSS reading from
that AP because of a transient effect in the WLAN adapter of
the mobile device. Alternatively, if faults are also considered,
then the missing AP can be the result of a random failure or
a malicious attack during positioning. Thus, it is important to
use a robust detection scheme to signify that there are faults
in the currently observed fingerprint s.

To this end, we define R; and S as the sets of APs that
are present in fingerprints r; and s, respectively. Using these
definitions, D; in (1) can be viewed as

Di= [ > dy+ Y dg+ Y di @
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where d;; = (rij —5 j)2. The first term refers to the intersection
of R; and S and represents the distance with respect to those
APs that are common in fingerprints r; and s. The second term
employs those APs that are detected in r; and not in s, while
the last term increases the distance D); further by considering
those APs that are found in s and not in 7;. Note that in the
standard KNN method a small constant is used (—105dBm in
our setup) to replace the missing RSS values s; and r;; in the
second and third term of (2), respectively.
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Fig. 1. CDF of the fault indicator D{2),,.

A. Fault Detection

In the presence of faults, fingerprint s is expected to be
dissimilar to the fingerprints in the radio map and is thus
considered anomalous (outlier). Several techniques have been
studied to detect outliers in diverse research areas and appli-
cation domains; see [6] for a survey on anomaly detection
techniques that are applicable to fault detection in WSNs.

In the context of KNN method we can exploit the distances
D; that are already computed with (2), to decide whether
fingerprint s is corrupt or not. We may use a fault indicator
based on these distances, e.g. distance from the K-th nearest
neighbor and the intuition is that under faults the value of the
indicator will violate a certain threshold. For instance, authors
in [2] use the distance from the nearest neighbor (i.e. K = 1),
denoted as Dy, to detect signal attenuation or amplification
attacks. In this work we use the sum of distances to the K
nearest neighbors, denoted as Dgff%, as a fault indicator which
was proved experimentally to be more robust compared to
Dy, under the fault model described in Section II-A. Note
that in case K = 1 these two fault indicators are equivalent.
As a first step in our fault detection scheme, we select an
appropriate threshold v based on the distribution of Dgffn)l for
the fingerprints contained in the original test set. Subsequently,
a fault is detected in s during positioning if Dgf& > 7.

We examined several values for K and the best perfor-
mance, in terms of fault detection accuracy, was obtained for
K = 2. The Cumulative Distribution Function (CDF) of Dgi)m
is plotted in Fig. 1 for the fault-free case (solid line) and when
we inject faults in the test fingerprints. The first observation
is that as the percentage of faulty APs («) is increased the
CDF curve is shifted to the right. This fact indicates that
we may choose the required threshold ~ to guarantee that
the corrupt fingerprints will be detected with high probability.
Note that according to the selection of v there is a trade off
between the corrupt fingerprints that will go undetected when
faults are present and the false detections in the fault free-
case. We observe that in the fault-free case the Dgi)m is below
72 dBm for 95% of the time and assuming that we can tolerate
around 5% false detections, when no faults are present, we set
v = 72dBm. This corresponds to the 65", 32th 15th 11th
and 7'M percentile as « is increased from 10% to 50% and in
other words our fault detection scheme is expected to detect



35%, 68%, 85%, 89% and 93% of the corrupt fingerprints,
respectively. This level of performance may seem insufficient
for o = 10% or 20%, however as it will become evident later,
the degradation in the positioning accuracy of KNN method
is not significant for these values of a.

B. Experimental Evaluation

In order to assess the effectiveness of our fault detection
scheme we adopt two performance metrics, namely the correct
detections rate (R.q) and the false detections rate ([2¢4) which
are defined as the ratio of the test fingerprints detected to be
corrupt, either correctly or falsely, over all test fingerprints.

The R.q and Ryq are plotted for several values of the
detection threshold ~ in Fig. 2 and Fig. 3, respectively. When
no faults are present (i.e. o = 0%), we can see in Fig. 3 that as
the value of ~ is decreased the probability of false detections
grows larger and vice versa. As expected, for v = 72 dBm the
Ry¢q is around 5%. Moreover, when the percentage of faulty
APs is low, i.e. a < 20%, the R4 remains below 0.75 for all
v values; see Fig. 2. In this case it is hard to discern whether
the missing values in the fingerprints are due to APs that have
failed (accidentally or maliciously), because the APs do not
provide ubiquitous coverage and there are missing values at
different locations even under normal conditions. Thus, some
corrupt fingerprints can be undetected. However, as it will be
shown in Section IV-A, when few APs are faulty then the
positioning accuracy is not severely degraded, thus failing to
detect these faults is not crucial.

In addition false detections may still occur, when o < 20%.
We can reduce them to some extend by selecting a higher
value for ; for instance when o = 10%, Ryq = 4.3% for
v = 62 dBm compared to 0.3% for v = 82dBm. On the other
hand, using a higher threshold has a negative effect on the
fault detection as « is further increased and leads to more
corrupt fingerprints being undetected. Specifically, when «
grows beyond 20% a higher R4 is desirable and this suggests
using a lower ~y value in order to increase the sensitivity of our
fault detection scheme. For instance, in case o = 40% the R4
is 90% for v = 62 dBm compared to 71% for v = 82 dBm; see
Fig. 2. Thus, using v = 72dBm provides a good compromise
between low Ryq, especially in the fault-free case, and high
R.q as the percentage of faulty APs is increased. Specifically,
when o = 30% the R4 is 0.76 for v = 72 dBm, while there
are almost no false detections. This means that for o > 30%,
where high errors are introduced in the estimated locations,
there is a high probability that a corrupt fingerprint will be
detected. More importantly, in an attack scenario, there is low
probability that an adversary will compromise the positioning
system and heavily affect the accuracy without being detected.

IV. FAULT TOLERANT POSITIONING

The standard KNN method can be modified appropriately
in order to improve its fault tolerance. The distance metric in
(2) is effective in the fault-free case, because it penalizes all
APs that are not found in common between r; and s. However,
in the presence of faults, it may not be able to guarantee the
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Fig. 2. The correct detection rate in the experimental setup.
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Fig. 3. The false detection rate in the experimental setup.

required fault tolerance and consequently an adequate level
of accuracy. For instance, when AP failures occur during
positioning, then a subset of the APs that would otherwise
be sampled in fingerprint s, are no longer present. Thus, more
APs fall into the R;\S subset and errors in distances D; are
increased due to the second term in (2). This leads to the wrong
ordering of candidate locations and affects the positioning
accuracy. In order to mitigate errors introduced by faulty APs,
we may employ the following distance metric given by

D,EZ Z dij—F Z dij 3)
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This metric ignores faulty APs in R;\S and is expected
to improve the fault tolerance of the standard KNN method,
especially when a large number of APs are faulty. The pro-
posed hybrid method incorporates the mechanism described in
Section III-A, i.e. RSS distances D; are obtained with (2) to
detect whether fingerprint s is corrupt due to faulty APs. In
case of fault detection, i.e. Dgyym > 7y, our method switches
to D; in (3) to calculate the RSS distances from all candidate
locations and then determine location; otherwise location is
estimated based on the already available distances D;.

A. Experimental Results

We investigate fault tolerance with respect to the accuracy
degradation and a method is considered as fault tolerant,
if the mean positioning error (£) does not increase rapidly
as the percentage of faulty (or attacked) APs is increased.
Alternatively, we may select an acceptable upper bound on
the performance, e.g. £ = 5m, and examine the percentage of



faulty APs that each method can tolerate. We apply the fault
model described in Section II-A to corrupt the original test
data and the results for £ are averaged over 100 runs using
randomly selected subsets of faulty APs in each run.

We compare our hybrid method (Dgi)m, v = 72dBm)
against the standard KNN method and the KNN variant of [4],
denoted as MED, which uses a median-based distance metric
to improve the fault tolerance in case of failures or incorrect
RSS readings. We also consider the probabilistic Minimum
Mean Square Error (MMSE) approach of [7].

In Fig. 4, £ is plotted for the MED, KNN, MMSE and
HYBRID methods while the inset figure shows £ more clearly
when less than half of the APs have failed, i.e. « < 50%. In the
fault-free case, the probabilistic MMSE method provides the
best accuracy (£ = 2.92 m). For the KNN method £ = 3.03m,
followed by MED for which the mean error is 3.26 m. For
the HYBRID method £ = 3.04 m which shows that the false
detections in this case do not affect the positioning accuracy.
We can also observe that the KNN and MMSE methods exhibit
similar fault tolerance and if the percentage of faulty APs is
low (o < 20%) the positioning error remains below 5m for
both methods, which may be acceptable for some location-
based applications. In the case that o« = 20%, £ = 3.34 m for
the HYBRID method even though the detection rate of our
detection mechanism is 0.61, as shown in Section III-B.

As the number of faulty APs increases further, £ grows
sharply for both KNN and MMSE methods. The MED method
can tolerate up to 30% of faulty APs (£ = 3.97m) and beyond
that point it also fails to provide acceptable performance. On
the other hand, the proposed HYBRID method proves to be
extremely fault tolerant as the inset plot in Fig. 4 shows; if
half of the APs are faulty, then £ is only 4.20m compared
to 6.65m, 8.85m and 9.09m for MED, KNN and MMSE,
respectively. If more than half of the APs are faulty then for
the HYBRID method £ is below 6.5 m, even when 70% of the
APs are faulty. Assuming that £ = 5m is the upper bound for
a fingerprint-based positioning system, the HYBRID method
can tolerate up to 60% of faulty APs compared to 40% for
MED and only 20% for KNN and MMSE methods.

Results on the distribution of the positioning error are
depicted in Fig. 5. For the standard KNN method, & is
increased by 4.3 m (« = 40%) compared to the fault-free case,
while the standard deviation (std) is around 6 m; see Fig. 5a.
On the other hand, the proposed HYBRID method exhibits
similar performance when o« < 40%; &£ is only increased
by 0.7m (o = 40%) and std remains below 3m (Fig. 5b).
These results indicate that the mitigation mechanism in our
method can well handle the corrupt fingerprints and is actually
effective in detecting outliers and reducing large errors.

V. CONCLUSION

AP failures or malicious attacks introduce faults and corrupt
the RSS values during positioning, thus leading to significant
performance degradation in terms of the accuracy. In this work
we focus on the KNN method and investigate how to improve
its fault tolerance. In this direction, we develop a robust fault
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detection scheme to signify the presence of faults and couple
this with a modified Euclidean distance metric that is preferred
if faults are detected. Experimental results indicate that the
proposed hybrid KNN variant is more fault tolerant compared
to the standard KNN and other positioning methods.
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